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PANORAMA
Security deployments are complex and can overload IT teams with complex 
securityrulesandmountainsofdatafrommultiplesources.Panorama™network
security management empowers you with easy-to-implement, consolidated  policy 
creationandcentralizedmanagementfeatures.Setupandcontrolfirewallscentrally
withindustry-leadingfunctionalityandanefficientrulebase,andgaininsightinto
network-widetrafficandthreats.

Key Security Features 

Management
• Deploy corporate policies centrally 
tobeusedinconjunctionwith
regional or functional policies for 
maximumflexibility.

• Delegate appropriate levels of 
administrative control at the regional 
levelorgloballywithrole-based
management.

• Group devices into logical, hier-
archical device groups for greater 
managementflexibility.

• Utilizetemplatestacksforeasy
deviceandnetworkconfiguration.

• Easily import existing device 
configurationsintoPanorama.

Visibility and Security
• Automatically correlate indicators 
ofthreatsforimprovedvisibilityand
confirmation of compromised hosts 
acrossyournetwork.

• Centrallyanalyze,investigateand
reportnetworktraffic,security
incidents and administrative 
modifications.

• Viewahighlycustomizablegraphical
summary of applications, users, 
contentandsecuritythreats.

• Generateactionable,customizable
reports to view application and 
threat traffic, SaaS usage, and user 
behavioracrossyourconfiguration.

Figure 1: Panorama deployment

Simplified Powerful Policy
Panoramanetworksecuritymanagementprovidesstaticrulesinanever- 
changingnetworkandthreatlandscape.Manageyournetworksecuritywitha
singlesecurityrulebaseforfirewall,threatprevention,URLfiltering,applica-
tionawareness,useridentification,sandboxing,fileblockinganddatafiltering.
Thiscrucialsimplification,alongwithdynamicsecurityupdates,reduces
workloadonadministratorswhileimprovingyouroverallsecurityposture.

Enterprise Class Management
Panoramakeepstheenterpriseuserinmind.Controlyourinternetanddatacenter
edge,andyourprivateandpublicclouddeployments,allfromasingleconsole.
Panoramacanbedeployedviavirtualappliances,ourpurpose-builtappliancesor
acombinationofthetwo.UseappliancesasPanoramamanagementunitsoras
logcollectorsinhierarchicaldeploymentoptions.Asyournetworkgrows,youjust
needtoaddthelogcollectors–wetakecareoftherest.

Unmatched Automated Visibility and Awareness
Automatedthreatcorrelation,withapredefinedsetofcorrelationobjects,cuts
throughtheclutterofmonstrousamountsofdata.Itidentifiescompromised
hostsandsurfacescorrelatedmaliciousbehaviorthatwouldotherwisebe
buriedinthenoiseoftoomuchinformation.Thisreducesthedwelltimeof
criticalthreatsinyournetwork.AcleanandfullycustomizableApplication
Command Center provides comprehensive insight into current and historical 
networkandthreatdata.
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Powerful Network Visibility: Application Command Center
UsingApplicationCommandCenterfromPanoramaprovidesyouwithahighlyinteractive,graphicalviewofapplications,
URLs,threats,anddatafilesandpatternstraversingyourPaloAltoNetworks®firewalls.TheACCincludesatabbedview
ofnetworkactivity,threatactivityandblockedactivity,andeachtabincludespertinentwidgetsforbettervisualizationof
trafficpatternsonyournetwork.Customtabscanbecreated,whichincludewidgetsthatenableyoutodrilldownintothe
informationthatismostimportanttotheadministrator.TheACCprovidesacomprehensive,fullycustomizableviewofboth
currentandhistoricaldata.

AdditionaldataonURLcategoriesandthreatsprovidesacompleteandwell-roundedpictureofnetworkactivity.The
visibilityfromtheACCenablesyoutomakeinformedpolicydecisionsandrespondquicklytopotentialsecuritythreats.

Reduced Response Times: Automated Correlation Engine
Theautomatedcorrelationenginebuiltintothenext-generationfirewallsurfacescriticalthreatsthatmaybehiddeninyour
network.ItincludescorrelationobjectsthataredefinedbythePaloAltoNetworksthreatresearchteam.Theseobjectsidentify
suspicioustrafficpatternsorasequenceofeventsthatindicatesamaliciousoutcome.Somecorrelationobjectscanidentify
dynamicpatternsthathavebeenobservedfrommalwaresamplesinWildFire®malwarepreventionservice.

Simple Policy Control: Safely Enable Applications
Safelyenablingapplicationsmeansallowingaccesstospecificapplicationsandprotectingthemwithspecificpoliciesfor
threatpreventionandQoSaswellasfile,dataorURLfiltering.Panoramaempowersyoutosetpolicywithasinglesecurity
rulebaseandsimplifiestheprocessofimporting,duplicatingormodifyingrulesacrossyournetwork.Thecombinationof
globalandregionaladministrativecontroloverpoliciesandobjectsletsyoustrikeabalancebetweenconsistentsecurityat
thegloballevelandflexibilityattheregionallevel.

Enterprise Class Management
Deployinghierarchicaldevicegroupsensureslower-levelgroupsinheritthesettingsofhigher-levelgroups.Thisstreamlines
centralmanagementandenablesyoutoorganizedevicesbasedonfunctionandlocationwithoutredundantconfiguration.
Templatestackingallowsforstreamlinedconfigurationofnetworksanddevices.Furthermore,acommonuserinterfacefor
bothnext-generationfirewallsandmanagementmakesmanagementintuitive.FeaturessuchasGlobalFindandtag-based
rulegroupingempoweryourITadministratorstotakeadvantageofalltheinformationinyournetworkwithease.

Figure 2: Application Command Center
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Traffic Monitoring: Analysis, 
 Reporting and Forensics
Panoramapullsinlogsfromfirewalls,
bothphysicalandvirtualized,andfrom
Traps™advancedendpointprotection
andstorestheminitsownlogstorage.
Asyouperformlogqueriesandgener-
ate reports, Panorama dynamically pulls 
the relevant logs from its log storage 
andpresentstheresultstotheuser.

• Log viewer:Foranindividual
 device, all devices or Traps, you can 
quicklyviewlogactivitiesusing
dynamiclogfilteringbyclicking
on a cell value and/or using the 
expressionbuildertodefinethe
sortcriteria.Resultscanbesaved
forfuturequeriesorexportedfor
furtheranalysis.

• Custom reporting:Predefinedreportscanbeusedasis,customizedorgroupedtogetherasonereporttosuitspecific
requirements.

• User activity reports:Auseractivityreportshowstheapplicationsused,URLcategoriesvisited,websitesvisitedand
allURLsvisitedoveraspecifiedperiodoftimeforindividualusers.Panoramabuildsthereportsusinganaggregate
viewofusers’activity,nomatterwhichfirewalltheyareprotectedby,orwhichIPordevicetheymaybeusing.

• SaaS reports:ASaaSusageandthreatreportprovidesdetailedvisibilityintoallSaaSactivityonthefirewalls,and
relatedthreats.

• Log forwarding: Panorama can forward logs collected from TrapsandallyourPaloAltoNetworksfirewalls to remote 
destinationsforpurposessuchaslong-termstorage,forensicsorcompliancereporting.Panoramacanforwardallor
selectedlogs,SNMPtraps,andemailnotificationstoaremoteloggingdestination,suchasasyslogserver(overUDP,
TCPorSSL).Additionally,Panoramacankickoffaworkflowandsendlogstoathird-partyservicethatprovidesan
HTTP-basedAPI,such as aticketingserviceorasystemsmanagementproduct.

Panorama Management Architecture
PanoramaenablesorganizationstomanagetheirPaloAltoNetworksfirewallsusingamodelthatprovidesbothglobal
oversightandregionalcontrol.Panoramaprovidesanumberoftoolsforglobalorcentralizedadministration:

• Templates/Template stacks:Panoramamanagescommondeviceandnetworkconfigurationthroughtemplates.Templates
canbeusedtomanageconfigurationcentrallyandthenpushthechangestomanagedfirewalls.Thisapproachavoids
makingthesameindividualfirewallchangerepeatedlyacrossmanydevices.Tomakethingseveneasier,templatescanbe
stackedandusedlikebuildingblocksduringdeviceandnetworkconfiguration.

• Hierarchical device groups:Panoramamanagescommonpoliciesandobjectsthroughhierarchicaldevicegroups.
Multi-leveldevicegroupsareusedtocentrallymanagethepoliciesacrossalldeploymentlocationswithcommon
requirements.Devicegrouphierarchymaybecreatedgeographically(e.g.,Europe,NorthAmericaandAsia),func-
tionally(e.g.,datacenter,maincampusandbranchoffices),asamixofbothorbasedonothercriteria.Thisallowsfor
commonpolicysharingacrossdifferentvirtualsystemsonadevice.

Youcanusesharedpoliciesforglobalcontrolwhilestillprovidingyourregionalfirewalladministratorswiththeautonomytomake
specificadjustmentsfortheirrequirements.Atthedevicegrouplevel,youcancreatesharedpoliciesthataredefinedasthefirst
setofrulesandthelastsetofrules–thepre-rulesandpost-rules,respectively–tobeevaluatedagainstmatchcriteria.Pre-and
post-rulescanbeviewedonamanagedfirewall,buttheycanonlybeeditedfromPanoramawithinthecontextoftheadminis-
trativerolesthathavebeendefined.Thedevicerules,thatis,thosebetweenpre-andpost-rules,canbeeditedbyeitheryour
regionalfirewalladministratororaPanoramaadministratorwhohasswitchedtoafirewalldevicecontext.Inaddition,anorganiza-
tioncanusesharedobjectsdefinedbyaPanoramaadministrator,whichcanbereferencedbyregionallymanageddevicerules.

• Role-based administration:Role-basedadministrationisusedtodelegatefeature-leveladministrativeaccess,including
theavailabilityofdata–enabled,read-only,ordisabledandhiddenfromview – todifferentmembersofyourstaff.

Specificindividualscanbegivenappropriateaccesstothetaskspertinenttotheirjobwhilemakingotheraccesseither
hiddenorread-only.AdministratorscancommitandrevertchangestheymadeinaPanoramaconfigurationindependently
ofchangesmadebyotheradministrators.

Global shared group 

DG business unit X 

DG data centers DG branches 

DC east DG headquarters DC west 

Exch. PCI Exch. PCI Web Guest Finance 

Figure 3: Device group hierarchy
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Figure 4: Template stacking
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Software, Content and License-Update Management
Asyourdeploymentgrowsinsize,youmaywanttomakesureupdatesaresenttodownstreamboxesinanorganized
manner.Forinstance,securityteamsmayprefertocentrallyqualifyasoftwareupdatebeforeitisdeliveredviaPanoramato
allproductionfirewallsatonce.UsingPanorama,theupdateprocesscanbecentrallymanagedforsoftwareupdates,content
(applicationupdates,antivirussignatures,threatsignatures,URLfilteringdatabase,etc.)andlicenses.

Usingtemplates,devicegroups,role-basedadministrationandupdatemanagement,youcandelegateappropriateaccessto
allmanagementfunctions,visualizationtools,policycreation,reportingandloggingatglobalaswellasregionallevels.

Deployment Flexibility
You can deploy Panorama either as a 
hardwareorvirtualappliance.

Hardware Appliances
Panoramacanbedeployedasthe
M-100,M-200,M-500orM-600
managementappliance.

Virtual Appliances
Panoramacanbedeployedasavirtual
applianceonVMware®ESXi™orin
publiccloudenvironments,including
Amazon®WebServices,orAWS®, and 
Microsoft®Azure®.

Deployment Modes
YoucanseparatemanagementandloggingfunctionsofPanoramausingdeploymentmodes.Thethreesupported
deploymentmodesare:

1. Panorama:Panoramacontrolsbothpolicyandlogmanagementfunctionsforallmanageddevices.
2. Management Only:Panoramamanagesconfigurationsforthemanageddevicesbutdoesnotcollectormanagelogs.
3. Log Collector;Panoramacollectsandmanageslogsfrommanageddevices.Thisassumesanotherdeploymentof
PanoramaisoperatinginManagementOnlymode.

TheseparationofmanagementandlogcollectionenablesthePanoramadeploymenttomeetscalability,organizationaland
geographicrequirements.Thechoiceofformfactoranddeploymentmodegivesyouthemaximumflexibilityformanaging
PaloAltoNetworksnext-generationfirewallsinadistributednetwork.

Deployment Scale
The Panorama Interconnect plugin 
connectsmultiplePanoramainstances
toscalefirewallmanagementtotensof
thousandsoffirewalls.Byleveragingthe
plugin, the Panorama Controller allows 
youtosynchronizetheconfiguration,
quicklyonboardfirewalls,andschedule
contentupdatesfromacentrallocation
(seeFigure6).Thisletsyousimplifyman-
agementbycentrallydefiningsecurity
policiesanddistributingthemacrossall
yourfirewallsregardlessoftheirlocation
–on-premisesorinthecloud.

Note: Panorama Interconnect is supported 
only on Panorama M-600 appliances or 
similarly resourced VMs. 
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Figure 5: Panorama log management

Figure 6: Synchronized configuration across all firewalls
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M-200 Appliance
I/O

• (4)10/100/1000,[1]DB9consoleserialport,(1)USBport
Storage

• Maximumconfiguration:4x8TBRAIDCertifiedHDDfor
16TBofRAIDstorage

• Defaultshippingconfiguration:4x8TBRAIDCertified
HDDfor16TBofRAIDstorage

Power Supply/Max Power Consumption 
• Dualpowersupplies,hotswapredundantconfiguration
• 750W/300W

Max BTU/hr
• 1,114BTU/hr

Input Voltage (Input Frequency)

• 100–240VAC(50–60Hz)
Max Current Consumption

• 9.5A@110VAC
Mean Time Between Failures (MTBF)

• 10years
Rack Mount (Dimensions)

• 1U,19”standardrack(1.7”Hx29”Dx17.2”W)
Weight

• 26lbs
Safety

• UL,CUL,CB
EMI

• FCCPart15,EN55032,CISPR32
Environment

• Operatingtemperature:41°to104°F,5°to40°C
• Non-operatingtemperature:-40°to140°F,-40°to60°C

M-200 Panorama Appliance M-600 Panorama Appliance

M-600 Appliance
I/O

• (4)10/100/1000,(1)DB9consoleserialport,(1)USBport,
(2)10GigEports

Storage
• Maximumconfiguration:12x8TBRAIDCertifiedHDDfor
48TBofRAIDstorage

• Defaultshippingconfiguration:4x8TBRAIDCertified
HDDfor16TBofRAIDstorage

Power Supply/Max Power Consumption 
• Dualpowersupplies,hotswapredundantconfiguration
• 750W/486W(totalsystem)

Max BTU/hr
• 1,803BTU/hr

Input Voltage (Input Frequency)
• 100–240VAC(50–60Hz)

Max Current Consumption
• 4.5A@220VAC

Mean Time Between Failures (MTBF)
• 8years

Rack Mount (Dimensions)
• 2U,19”standardrack(3.5”Hx28.46”Dx17.2”W)

Weight
• 36lbs

Safety
• UL,CUL,CB

EMI
• FCCPart15,EN55032,CISPR32

Environment
• Operatingtemperature:41°to104°F,5°to40°C
• Non-operatingtemperature:-40°to140°F,-40°to60°C

Panorama Specifications
Number of Devices Supported 

• Upto1,000
High Availability

• Active/Passive

Administrator Authentication
• Localdatabase
• RADIUS
• SAML
• LDAP
• TACACS+

Management Tools and APIs

• GraphicalUserInterface(GUI)
• CommandLineInterface(CLI)
• XML-basedRESTAPI

Private Hypervisor Specifications
Management 
OnlyMode

PanoramaMode LogCollectorMode

Cores Supported 4 CPUs 8CPUs 16CPUs

Memory
(minimum)

8GB 32GB 32GB

DiskDrive 81GBsystemdisk 2TBto24TBlog
storage

2TBto24TBlog
storage

Public Cloud Instance Types (BYOL License)
Management 
OnlyMode

PanoramaMode LogCollectorMode

AmazonAWS t2.xlarge 
m4.2xlarge

m4.2xlarge 
m4.4xlarge

m4.4xlarge 
c4.8xlarge

MicrosoftAzure D4_V3 Standard 
D4S_V3 Standard

D16_V3Standard D16_V3Standard 
D32_V3 ExceedsPublic Clouds Supported

AmazonAWS

MicrosoftAzure
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M-100 Appliance
I/O

• (4)10/100/1000,[1]DB9consoleserialport,(1)USB

Storage

• Maximumconfiguration:8x2TBRAIDCertifiedHDDfor
8TBofRAIDstorage

• Defaultshippingconfiguration:2x1TBRAIDCertified
HDDfor1TBofRAIDstorage

Power Supply/Max Power Consumption 

• 500W/500W

Max BTU/hr

• 1,705BTU/hr

Input Voltage (Input Frequency)

• 100–240VAC(50–60Hz)

Max Current Consumption

• 10A@100VAC

Mean Time Between Failures (MTBF)

• 14.5years

Rack Mount (Dimensions)

• 1U,19”standardrack(1.75"Hx23"Dx17.2"W)

Weight

• 26.7lbs

Safety

• UL,CUL,CB

EMI

• FCCClassA,CEClassA,VCCIClassA

Environment

• Operatingtemperature:40°to104°F,5°to40°C
• Non-operatingtemperature:-40°to149°F,-40°to65°C

M-100 Panorama Appliance M-500 Panorama Appliance

M-500 Appliance
I/O

• (4)10/100/1000,(1)DB9consoleserialport,(1)USBport,
(2)10GigEports

Storage

• Maximumconfiguration:24x2TBRAIDCertifiedHDDfor
24TBofRAIDstorage

• Defaultshippingconfiguration:4x2TBRAIDCertified
HDDfor4TBofRAIDstorage

Power Supply/Max Power Consumption 

• Dualpowersupplies,hotswapredundantconfiguration
• 1200W/493W(totalsystem)

Max BTU/hr

• 1,681BTU/hr

Input Voltage (Input Frequency)

• 100–240VAC(50–60Hz)

Max Current Consumption

• 4.2A@120VAC

Mean Time Between Failures (MTBF)

• 6years

Rack Mount (Dimensions)

• 2U,19”standardrack(3.5”Hx21”Dx17.5”W)

Weight

• 42.5lbs

Safety

• UL,CUL,CB

EMI

• FCCClassA,CEClassA,VCCIClassA

Environment

• Operatingtemperature50°to95°F,10°to35°C
• Non-operatingtemperature-40°to158°F,-40°to65°C


